User Guide - Self Service Password Reset from
external device.

Contents
User Guide - Self Service Password Reset from external deVviCe.......ccceeeeeeeeveeeveeeeeeeeeeenen 1
P R QUISITES: .ttt sttt ettt e s s e e s b e e s sab e e s b e e s eabeesnaee s 1

Change your Novo Nordisk Password from an external device with Azure MFA
AULNENTICATION. Leiiiiiiiieic bbb e 1

Prerequisites:

1) Azure MFA registered with at least 2 authentication methods.

Change your Novo Nordisk Password from an external
device with Azure MFA authentication.

1) Open a browser on your company/personal PC or Mac in “InPrivate” (Edge) / "Private”
(Safari) / “Incognito” (Chrome) mode and go to
https://passwordreset.microsoftonline.com/
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2) Enter your NN credentials in the format XXXX@novonordisk.com and enter the letters in
the CAPTCHA.



https://passwordreset.microsoftonline.com/
mailto:XXXX@novonordisk.com

.' InPrivate & Microseft Online Password Reset - [InPrivate]

C 8] passwordreset.microsoftonline.com o 7=

&
O sp BMHome |@ Tidsforbrug E Microsoft Learn E MEM h EntralD ® Entra her favorites
&
Microsoft
+

Get back into your account

Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username: *

L

Example: user@contoso.onmicrosoft.com or user@contoso.com

7 *
JA
]

Enter the characters in the picture or the words in the audio. *

(2]

Next Cancel

3) Select ‘Text my mobile phone’ in verification step 1 and click ‘Next'

Q

novo nordisk’
Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone What phone number would you like to use for verification?

O call my mobile phone ® Text me al g3

O Text me at *xwrsii q
O Approve a notification on my

authenticator app

O Enter a cade from my

authenticator app




4) Enter the phone number you have registered in Azure MFA and click ‘Text'
Q
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Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone In order to protect your account, we need you to enter your complete mobile
phone number (**********33) halow. You will then receive a text message with

a verification code which can be used to reset your password.
Ocall my mobile phone

O Approve a notification on my | 4543141333

authenticator app

O Enter a code from my
authenticator app Text Back

5) Enter the verification code you receive on your phone by text and click ‘Next’
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Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

® Text my mobile phone We've sent you a text message containing a verification code to your phone.

O call my mobile phone [741674| ]

OApprove a notification on my

authenticator app
Next Try again Contact your administrator

O Enter a code from my
authenticator app

6) Select‘Approve a notification on my authenticator app” in verification step 2 and click
‘Send Notification’
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Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the second contact method we should use for verification:

L Send a notification to your authenticator app on your mobile device.
@ Approve a notification on my

authenticator app Send Notification

O Enter a code from my

authenticator app

Cancel

7) Respond to the notification in your authenticator app.
QO

novo nordisk”
Get back into your account

ver}fication step 1V > verification step 2 > choose a new password

Please choose the second contact method we should use for verification:

L Approve the notification we're sending to your app by entering the number
Approve a notification on my

authenticator app

O Enter a code from my 4‘|

authenticator app

shown below.

8) Enter a new password, confirm the new password and click ‘Finish’.

Password requirements in Novo Nordisk (for regular user accounts)

The Novo Nordisk password policy for your corporate password for regular user
accounts (not PSnet) only has two requirements for passwords for regular user
accounts:

e Passwords must be at least 14 characters long (including any spaces)
e Passwords must be changed every 120 days (or earlier)



You do not need capital letters, numbers or special characters.

Q
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Get back into your account

verification step 1 > verification step 2 v > choose a new password

* Enter new password:

* Confirm new password:
[ reserenenennened I ]

Fir‘li% Cancel

9) Your password is now reset and you're good to go.

Microsoft

Get back into your account

® vYour password has been reset
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